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INTRODUCTION:

On May 20, 2021 the Office of the City Auditor sent a memorandum to the Mayor of Syracuse, Ben
Walsh, Chief Administrative Officer, Frank Caliva and Director of Management & Budget, Tim Rudd
(see Appendix A. The memorandum formally announced a Performawuucht into the City of Syracuse

Mobile Communication Devices per the Syracuse City Charter Chapter 5, Sebidr#8. The time
frame used for this performance audit is Fiscal Year 2015/2016 through Fiscal Year 2020/2021.

This Performance AuditoftheCiy of Syracuseb6s policies, practices
mobile communication equipment and services; which included but was not limited to, cellular phones,
wireless internet air cards, and global positioning system (GPS) tracking déViteseview included an

extensive analysis of all of the mobile equipment and service fees charged to the City of Syracuse, and
posted against the Citybés Operating Funds.

With such a significant amount of financial resources being exhausted on mohifeicmation device
expenses, closer scrutiny over this expenditure should be seen in a positive light and be considered good
management practice. In total, during Fiscal Year 2020/21 the City had assigned an aw#9@ge of

mobile communication devics, usedor the expressed purpose of providing timely communications.

The justification for the heavy reliance on mobile communication devices is portrayed as key to keeping
the City operations running smoothly on behalf of City residents and taxpayers.

SCOPES

The Audit is performance in nature and was conducted to provide an independent assessment of Internal
Controls, Policies and Procedures for the following:

1 Mobile Communication Devicd2olicy
Verificationthat allemployeesareawareof the Mobile CommunicatiorDevicesPolicy
Verificationthatall mobilecommunicatiordeviceusershavesignedthePolicy

Verification that there is documentation of signed Policy correspondappespriatelykept

=A = =4 =4

Verification that mobile communication devices are issued based on a valid justification and that
thesedevicesareonly issuedto employeesvho cannotperformtheir job dutieswithoutthem

1 Determineandanalyzeoverallprocesseandprocedurabuidelinesandcostto thetaxpayefor
thisProgram
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METHODOLOGY:
To complete this Audit, the Office of the City Auditor corresponded with a number of individuals from

the City of Syracuse Departrrtenand with Verizon Wireless representatives to get a comprehensive
understanding of the Cityds Mobile Communication

Six (6) fiscal years of data were analyzed and interpreted for four (4) differennéscthe four (4)
accounts that the City has with Verizon Wireless include the following:

1.) Cityds main mobile device account

2.) Police Departmentds main mobile device accol
3.) MIFI account for the Police Department

4.) MIFI account for the Fire Department.

(MIFI is a small portable router that acts as a mobile hotspot for cellphones, computers, tablets, etc.)

Questionnaires were sent to Departments that have mobile devices issued to employees in order to
establish bw the Mobile Communication Device Program currently functions, and to establish whether

the current practices in place have the proper system of Internal Controls. The questionnaires were
completed by each Department Head and returned to the Office @itghduditor. The responses to

these questionnaires demonstrate the total and complete lack of oversight and internal controls associated
with this program.(See Appendix B 114)

BACKGROUND INFORMATION

In April of 2009 a performance audit ofthe City®fy r acusedés pol i cies, practi ce
regarding Mobile Communication Devices was done by the Office of the City Auditor. Review of this

audit prompted the Office of the City Auditor to review expenses related to Mobile Communication

Devices. The da that was reviewed revealed that there was a significant increase in cost paid to Verizon
Wireless. This ultimately led the City Auditor, at that time, to open up a formal review of the City of
Syracusebs policies, pr anobilecommsunictoddeycesocedur es r el

When our Office of the City Auditor began this performance audit in May of 2021, the City was in a
financial crisis that developed as a result of COMMand thus created obvious reasons to review the
current mobile communétion device costs for financially dependent levels of government, such as the
City of Syracuse and its structural deficit budgeting.

These difficult economic times have fostered an atmosphere where much closer scrutiny over dollars

spent is essential. Would be foolish to suggest that what the City spends annually on mobile expenses
would be the tipping point for balancing the City
financially imprudent to down play total annual mobile communication deexpenditures, when

combined with several other highly visible areas of expense.




Mobile Communication Devices Performance Auc

During this audit The Office of the City Auditor learned that there is an overwhelming lack of internal

contro

|l s in

regards

to

controls and oversight, the following was revealed:

Dekices Reagrany. Due to thes lack loféntel@ad mmu n i ¢

1.) Total charges went fro8226.671in Fiscal Yea2015/20160 $330.609n Fiscal Year

2020/2021.
TOTAL CHARGES
TOTAL TOTAL TOTAL TOTAL TOTAL
Charges Charges Charges Charges | Combined
City Police Police MIFI| Fire MIFI Charges

FY 2016/ $83,838.02 | $98,100.34 | $44,732.80 _ $226,671.16

FY 2017 $83,405.24 | $105,812.07| $82,880.30 | $15,968.58 | $288,066.19

FY 2018 $84,736.18 | $106,182.14| $87,209.39 | $18,928.10 | $297,055.81

FY 2019 $97,000.59 | $94,346.30 | $89,219.18 | $24,475.13 | $305,041.20

FY 2020 $108,216.95| $96,093.93 | $98,322.38 | $26,320.24 | $328,953.50

FY 2021 $109,429.31| $87,312.06 | $106,966.43| $26,901.51 | $330,609.31
$1,776,397.17

$120,000.0(

$100,000.0C -

$80,000.0( .

=4—TOTAL Chargesity
$60,000.0( ~- TOTAL Chargd®lice
=s#=TOTAL Chargé®lice MIF
$40,000.0( =%=TOTAL Chargésre MIF
/—l—_q
$20,000.0( X/—P
$OOO T T T T T 1
FY 2016 FY 2017 FY 2018 FY 2019 FY 2020
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A review

of t he

Cityods

document

ation

unauthorized data usage, and unauthorized equipment fees was calculai@@2 63
($292,647 in no activity/zero usage fees + $33,966 in additional chaogéisg foeriod audited
(Fiscal Year 2015/2016 through Fiscal Year 2020/2021). The waste of taxpayer dollars is

substantially higher as this calculation does not include the mobile devices that have been issued

to employees who have no justification or neetave a mobile device.

J Total charges with no activity (zero usage) increasetttio; charges went frorfi28.682in

Fiscal Year2015/20160 $74.921in Fiscal YeaR020/2021

CHARGES WITH NO ACTMERO USAGE

TOTAL TOTAL TOTAL
TOTAL ZERO ZERO ZERO TOTAL
ZERO Usage Usage UsageFire | Combined
UsageCity Police Police MIFI MIFI No
FY 2016| $6,990.75 | $14,710.63 | $6,980.84 _ $28,682.22
FY 2017 $6,529.14 | $13,698.14 | $15,129.33 | $1,112.28 | $36,468.89
FY 2018 $6,873.83 $8,982.40 $18,272.57 $1,768.51 $35,897.31
FY 2019 $15,508.55 $9,270.98 $20,807.01 $1,858.51 $47,445.05
FY 2020 $28,305.41 $7,734.42 $30,592.60 $2,600.65 $69,233.08
FY 2021 $35,671.71 $8,923.38 $28,005.35 $2,320.26 $74,920.70
$292.647.25
$40,000.00
$35,000.00 ﬁ
$30,000.00 M
$25,000.00 / r _._TOTA{ZERCDJsageCity
$20,000.00 A / _._TOTA{ZERCDJsagePOIice
i / ~ TOTAKZERO Usagrolice MIFI
$15,000.00 . -
’ — TOTAIZERO Usagfire MIF|
$10,000.00 .\ -
$5,000.00 | fF———t— J =
$0.00 D

FY 2016 FY 2017 FY 2018 FY 2019 FY 2020 FY 2021

reveal e
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— Total excess unauthorized data and equipment fees increat88%yfees went

ADDITIONAL CHARGES (usage/equipment)

from $5.049in Fiscal Yea2015/20160 $10.395n Fiscal Yea2020/2021.

TOTAL TOTAL TOTAL TOTAL TOTAL
Additional | Additional | Additional | Additional | Combined
Charges Charges Charges Charges | Additional
City Police Police MIFI| Fire MIFI | Charges
FY 2016| $4,768.67 $259.98 $20.14 _ $5,048.79
FY 2017 $672.92 $534.56 $50.96 $192.05 $1,450.49
FY 2018 $1,061.24 $5,691.84 $146.26 $20.48 $6,919.82
FY 2019 $2,281.33 $1,749.86 $300.22 $559.92 $4,891.33
FY 2020 $2,117.61 $1,314.40 $1,521.54 $306.65 $5,260.20
FY 2021| $3,252.86 $2,126.57 $4,989.06 $26.59 $10,395.08
$33,965.71
$6,000.0¢(
$5,000.0¢(
=4=TOTAL Additional Charg€gy
$4,000.0(
=ill= TOTAL Additional Charg
$3,000.0¢ Police
== TOTAL Additional Charg
$2,000.0( Police MIFI
=%=TOTAL Additional ChargEBe
$1,000.00 - MIFI
$00C n T T 1

FY 2016 FY 2017 FY 2018 FY 2019 FY 2020
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3.) Overall, the number of mobile devices issued increase¥yover the 6yearperiod.

_ Total average number of mobile devices issued went &bfin 2015/20160 897in

2020/2021.
Average # Lines Billed TOTAL
Police
City Main Main

Mobile Mobile Combined

Device Device | Police MIFIl| Fire MIFI | TOTALS
FY 2016 248 251 115 | 614
FY 2017 244 244 216 33 737
FY 2018 255 237 216 40 748
FY 2019] 292 226 220 50 788
FY 2020 344 225 234 54 857
FY 2021 375 229 237 56 897
400
350

o

300
250 -Ah‘% p
VA il = =

=& City Main Mobile Device

== Police Main Mobile Deuvic

200
== Police MIFI

150

P =3=Fijre MIF
100
50 x——l,l__lg_
0 T T T T T 1

FY2016 FY2017 FY2018 FY2019 FY2020 FY2021
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7 Total average number of mobile devices issued NMEhUSAGE went from98in2015/2016
to 190in 2020/2021 this was @4% increase over the 6 year period.

Average # Lines BilleNO USAGE

Police
City Main Main

Mobile Mobile Combined

Device Device | Police MIFIl| Fire MIFI TOTALS
FY 2016 22 56 20 [ 98
FY 2017 19 47 39 2 107
FY 2018 21 32 44 4 101
FY 2019 43 28 50 4 125
FY 2020 71 23 72 5 171
FY 2021 88 27 70 5 190
100
90 /
80
70 // e
60 =& City Main Mobile Device
50 - .\ / = Pol)i/ce Main Mobile Devic

\-\ e / == Police MIFI

40 piy
30 === Fire MIFI
20 - 3

10
O T T T T T 1
FY2016 FY2017 FY2018 FY2019 FY2020 FY2021

Se————¢ r 4

4.) Since this audit was preliminarily brought to the attention of the Administration in April of 2021,
137 mobile devices have been deactivatede Appendix C) NOTE:IThe 137 lines reflect

ONLY lines disconnected on the City of Syracuse main mobile phoaecount.
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FINDINGS & RECOMMENDATIONS

Currently there iNQ up to date comprehensive policy that outlines criteria and justification for the
issuance of Mobile Communication Devices. Devices are very often issued to employees who have no
justified need for a mobile device. Department Heads do not have any gidelpiace that outline

under what justified circumstances the need for an employee to be issued a mobile device, and very often
devices are issued in a very arbitrary manner. This became very evident when reviewing responses to
Departmental questionnairdgat were sent to Department Heads to fill @ee Appendix B 114).

In this audit we found that there were numerous employees who can perform all of their duties during
business hours, by email and/or with remote access who have been unnecessarily issued mobile devices.

This Audit showed that the lack of procedural guitiedi has resulted in a substantial and unnecessary
cost to the tax payer. This Audit further revealed that due to the lack of a definitive and clear Policy that
outlines criteria for the need of a mobile device, employees were needlessly issued these device

Recommendation #1The Office of the City Auditor recommends that the Administration immediately
establish and implement a comprehensive Policy that outlines clear criteria for the issuance of mobile
communication devices. The recommendation for thigys that it outlines specific job titles that have

the need for a mobile device. Our recommendation is that only employees who cannot perform their full
responsibilities in the office, through email, or remotely, be issued a device.

The criteria shouldbe applied moving forward and employees who have been issued a mobile device but
do not meet the guidelines of the policy implemented should turn in their phones and have them
disconnected.

Administrationds Response

There is no written policy defining glelines for the issuance of Mobile Devices. Requests are initiated, and justified,
through the | T Hel pDesk system. These requests are rout e
approval. The Administration agrees that approvals sthdne policy based and is committed to developing a written

framework for issuing mobile devices.

Finding # 2: The City has no Procedural Manual used to manage Mobile Devices, or a written

i h mpl re r ir ign when ian m i

The City has neither a procedural manual, nor a written policy for the management of mobile
communications equipment or mobile communications usage. Departments were asked to provide a copy
of a current Mobile Communications Device Policy alondweibpies of all copies signed by employees

in the Departments. The responses for this request had many inconsistencies across the D¢pagments
Appendix B 1-14). The Police Department provided a copy of a Mobile Device Policy that was last

updated in Heruary of 2014see Appendix D) The Water and Fire Departments provided a copy of a

Mobile Communications Device Policy dated 1/22/2(46 Appendix E) Signed copies of this Policy

were provided from both of these Departments, however, there were eempiaythe Departments who

had not signed the Policy, and AFTER thécorhmeocgniest t hat
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of this Audit. There were NO other Departments that provided documentation of signed policies.

Most Departments indated that when a mobile device is issued to employees, signatures acknowledging
acceptance of the Policy is handled by the Information Technologies Department. However,
documentation of the Policy signed by employees was requested front g Office of the City

Auditor never received this information, suggesting that NONE exists within the IT Department or
anywhere within the City Administration.

The absence of Internal Controls puts the City at risk as it does not provide a safeguard for holding the
employees responsible for abuse of their mobile device. Employees assignhed a mobile device should sign
a Mobile Device Policy, and the Policy shoulvk clear guidelines and procedures outlined, along with
safeguards that will hold the employee accountable for and responsible for all excess charges incurred as
a result of the policies and procedures not being followed.

The importance of having this Brhal Control in place would also provide a very important safeguard at
the Departmental and Administration level. Having employees sign a Mobile Device Policy when issued
a phone ensures that mobile devices being assigned and paid for are being assiciuedémployees.
Absent this signed acknowledgement, there are no controls in place that ensure that a mobile device
requested for a certain employe@iSTUALLY given to that employee. Without tR&CTUAL

EMPLOYEE signing this policy, there is nothing place to prevent the mobile device from being
assigned to a different employee, or even a friend or family member who is not an employee of the City.

Recommendation#2: The City Administration should immediately implemeitesarMobile
Communication Deiee Policy that all employees are required to sign before they are assigned a mobile
device. This Policy should include safeguards to hold employees accountable for excess usage fees,
equipment fees or for any misuse of the City celludicy.

The City Auditor recommends that a process is put into place that centralizes the implementation and
management of the Mobile Communication Device Program. The streamlining of this process will
provide a more efficient process and will ensure that all employeeslid4obile Devices are aware of

the new Policy and have acknowledged this by signing the Policy. All employees who currently have a
mobile device, and meet the established criteria for keeping this device should sign the Mobile
Communication Device Policy.

Administrationds Response

The Administration agrees that a usage policy, acknowledged by each employee with a City owned device, is
necessary and will be developed and implemented alongside the device issuance policy.

Finding #3: All City Departmen not maintain rrent listing of empl who hav

issued a mobile device.

This Audit identified that there was a lack of internal controls when Departments were asked to provide
details about all mobile devices assigned to their Departments. W&kiireless has mobile numbers

separated by Department, and when Departments were asked to provide names assigned to these numbers,

most Departments had to reach out to the Information Technologies Department to assist them with
providing this informationwhich was obtained by reviewing the listing on the invoice.

In one case, Verizon has erroneously assigned a mobile number to the wrong Department. This employee

is listed as a Department of Finance employee, but is actually a Corporation Counsel Department

employee. In this case, the Commissioner of Finance never indicated that this is not a Department of
Finance employee, and | isted a | us(seeAppendixtF. on not i
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Recommendation #3The Office of the City Auditor recommends that all Departments maintain an
accurate up to date listing of all mobile devices assigned to their Departments. These lists should be
shared and verified with a designated employee who is responsible for antidigconnection,
suspension and policy processes associated with mobile device controls.

Admini strationds Response

The Administration agrees that an up to date list of all device assignments is required. This list, and its updates, is the
responsibilityof the IT Department. For both security and financial reasons, all revisions to device assignments must be
initiated and accomplished through IT. Any departmental lists should be a reflection of centralized MDM controls.

The City does not have adequate Internal Control procedures in place to manage the Mobile
Communication Device Program effectively. There is ndear procedural process followed eityde
regarding requests made for the issuance of mobile devices, disconnection of service and all other
requests made regarding mobile devices.

Recommendation #4:The Office of the City Auditor recommends that newetntl Control procedures
be implemented so that all requests are handled in the same manngid€itZurrently, when a request
is made related to mobile devices, these requests are made verbally or through email.

We recommend that the City use the HelsRsystem to submit all requests related to mobile devices.
Adding an option to Help Desk for Mobile Communication Device requests would help with internal
controls as all requests and approvals would be documented. Using Help Desk would be an organized
and efficient way to process requests. Requests would not be made verbally, which may be forgotten, or
by email, which can sometimes be forgotten or delayed given the amount of emails that most receive on a
daily basis. Using the Help Desk system woulduemshat all requests, approvals, and the actual

processing of these requests are documented which will increase efficiency and accountability.

Administrationds Response

The Cityds policy, albeit unwritt ejostfieditsroughtihe tT Helppésk | e devi
system. These requests are routed to the appropriate mert
should ensure that a documented approval trail is established. The Administration agrees thatgraetéover

approvals is needed and that issuance should be policy based. The Administration is committed to developing a written
framework for issuing mobile devices and establishing centralized control over requests and assignments.

Finding #5: Thereis a lack of Internal Controls as NO City Staff is reviewing the invoices for excess
charges. discrepancies. equipment fees. or for lines that have no usage.

The lack of Internal Controls for the payment and management of Verizon charges was very evident
during this Audit.

The Departmental Questionnaire that was completed and returned from the Commissioner of Finance
indicated that although there is an Accoupdyable Supervisor who approves payments in the
PeopleSoft system, these invoices are being paid without being revsseedppendix B3).

During the audit of processes and procedures we became aware that the City has been paying for mobile
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lines that have had no usage. These lines were either assigned to former employees, employees who were
assigned mobile devices and chose to just use their personal mobile devices, seasonal phone lines that
should have suspended service, and multiple Méwlaks that were not being used.

Thislack of Internal Controls resulted in the following:

1.) The average number of lines WNl® usage went fror88in Fiscal Year2015/2010 190in
Fiscal Year2020/2021 This was an average increas®4%o.

2.) Totalcharges foNO usage lines increased from just 0$28.600in Fiscal Year2015/2016
to just over$74.900in Fiscal Year020/2021This was an average increasel6£%.

3.) Total charges for unused lines during the Six Year audit period amountedowejust

$292.600

4.) Average excess data usage, equipment fees, and other additional charges were calculated to
increase fron$5.048in Fiscal Year2015/20160 $10.395in Fiscal Year2020/2021 This
was an average increaselob%.

5.) Total additional charges during the Six Year Audit amount&33d066

The lack of Internal Controls we identified resulted in one example that stood out the most to us. In one
instance, one single employee had additional overage char§@®68over a 12 month periogee

Appendix G). These charges were not caught and it is very likely they would have continued if they
were not brought to light as a result of this audit.

Verizon Wireless invoices include a summary page; usage amounts and additamges are very easily
identifiable(see Appendix H).Having processes and procedures in place that include having invoices
reviewed by Accounts Payable would have resulted in the City saving an estimated $325,000 from Fiscal
Year 2015/2016 to 2020/202

Recommendation #5 The Office of the City Auditor recommends that Internal Controls be established
ensuring that invoices are reviewed before they are approved for payment. The Administration led by the
Chief Administrative Officer with the Departmeritiéinance has centralized operations over the past two
years, and with this centralization, the Supervisor of Accounts Payable position was created.

We recommend that since the Accounts Payable Supervisor is the final check before an invoice is
authorizedor payment through the PeopleSoft Accounts Payable system, that starting immediately; all
invoices are reviewed before approval for payment is made. Any overages, additional equipment fees, or
lines being charged with no usage should be identified arrd@gte action should be taken

immediately to remedy the issue.

Admini strationbés Response

The Administration agrees that invoices for wireless services must be reviewed prior to payment and that this

review was not taking place. Transfer of respongibith the Budget Department along with the engagement of

WBG ensures that invoices are now reviewed for financial and operational discrepancies before being approved.

I n addition, by employing WBGO6s anal yifiedandtooeottds, usage |
quickly.
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Audi tords Response

The Office of the City Auditor sees the engagement of Wireless Business Group as an unnecessary
expense as the reviewing for finaial and operational discrepancies, usage patterns and anomalies is
not a cumbersome task. (See Appendix H) The responsibility and FINAL approval for all invoices is
required by the Accounts Payable Supervisor. ALL invoices are routed to Accounts Pagadblehould

be reviewed before approval for payment is given. If the Administration does decide to keep using the
Wireless Business Group to review invoices, this should not replace the Department of Finance
Accounts Payable Department from reviewing invegcbefore they are paid. Although it is alwayk@pe
that services that are provided are accurate and thorough, unfortunately this is not alwaysa#ee

During the audit of processes and procedures the Office of the City Auditor became aware that while the
option of suspending billing fanobile devices is available, the City is not utilizing this option. There are
many different scenarios that could occur where suspending billing on a mobile device line for a period of
time would be the best option. Some of these reasons include; sdimsm@le. skating rink, pools),

employee leave, job title replacement, etc. In reviewing the answers to our Departmental Questionnaires
the office of the City Auditor found that Commissioners/ Department Heads are either unaware or simply
just not takingadvantage of this option.

Recommendation #6The Office of the City Auditor recommends that this option is made clear to all
Commissioners and Department Heads. It makes sense that a department would want to keep the same
number each season for a poollfgg a skating facility, or for a specific job title to consistently have the
same mobile number even when there may be times when a position may not be filled immediately.

Administrationbds Response

The Administration agrees that stronger MDM is reqgdir€his includes line suspensions, optimization of data pools;

pl an assignments, etc. The Cityds carrier provides a nut
Administration is committed to availing itself of as many as appropriate andigahc

after Iggrnmg this Pgrfgrmgngg Audit as Qg ng con dug];gd

NOTE: Inlate April 2021, the City Auditor had a conversation with theBudget& Management
Director regarding Mobile Communication Devices Policy. During this conversation, the City
Auditor told the Director that the Office of the City Auditor had identified one individual who had
additional usage charges in excess of $3,000 over a 12 month perias a result of this discussion,
we believe the Budget & Management Director had a discussion with the Chief Administrative
Officer of the City and they then madethe decisionto engagethe WirelessBusinesgsroup.

The City hired Wireless Business Group after questions were raised, by the Office of the City Auditor
concerning Internal Controls related to this Audit.

Wireless Business Group was engaged as a Cellular Management Consultant to reduce time dedicated to
managing the Cityds wireless services. The agr eeme
Citybébs Mobil e Devi c eDONOTINCLUDE thewdlige ;MobilehDevics azgount, c e s
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the Police MIFI account or the Fire Department MIFI account.

Since entering into the agreement with Wireless Business Group the City has paid a total of $6,078 for
five (5) months of service. This puts us on track to spend approximately $14,500 pey fhesr, t
Consultant Company, in addition to paying for an Accounts Payable Supervisor.

This Consulting Company reviews the Verizon invoices, checks for lines with no usage and any other
discrepancies, and takes appropriate action to remedy the problenes&/Beisiness Group provides a
summary for each month showing any changes made.

Wireless Business Group forecasts a dollar savings when a phone line is disconnected for the entire year,
when in fact, the dollar savings shoulddmy a one time savingsThis does not solve the Internal

Control problems that have been identified in Findingsdf this Audit, and although it may help with
identifying excess charges, it is the City Audito
expense the taxpayshould not have to incur.

Recommendation # 7The Office of the City Auditor recommends that when Internal Controls are put
into place, and Policies and Procedures recommended in this Audit are followed, there is no need for third
party to monitor the \léizon Wireless invoice.

Our recommendation is that a current employee be given the responsibility as the point person to manage

the Policy and Procedure aspect of this Program. With the centralization of the Department of Finance,

and the addition of an Aounts Payable Supervisor as well as other personnel additions to the Finance
Department ds budget, monitoring a Verizon Wireles
and usage is a small task and should be done by a Finance Departmenéemploy

Verizon Wireless invoices include a summary section that is approximatdlyp8ges long, and is very
easy to reviewsee Appendix H).It is the recommendation of the Office of the City Auditor that
Wireless Business Group is an expense that is ussa&geto have, and is not in the best interest of the
taxpayer.

Administrationds Response

WBGO6s services include, but extend beyond invoice monit
an account holder the size of the City gf&@use to navigate. Technology, plans, usage allowances, etc. change often and
require time and expertise to follow. Invoice review, which would take a City employee a significant investment of time,
happens in moments with MibsGdien expects o purseetaa expansioroobthesWBG T he Ad
engagement to include centralized device requests, issuance, provisioning and management of mobile devices to achieve
the controls noted as required throughout this Audit

Audi tords Response

The Office of the City Auditor maintains the position the Wireless Business Group is an unnecessary

expense to the taxpayer. Expanding the Wireless Business Group engagement will reADDOMTIONAL
expense to the taxpayers. The City is on track to
ONLY with the services that Wireless Business Group is currently providing. The Office of the City Auditor
recommends centralizing Mobile CommunicatidManagement.

Finding #8: New contr ricing was n i Il lines when th rren ntract went info
effect,

During the time period of this audit a new contract was awarded. This contract went into effect on
September 16, 2019. During our dissions with our Verizon Wireless representative it was discovered
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that when this contract renewed, the new contract pricing was not applied to all lines. The Office of the

City Auditor concludes that because of the significant lack of inteoralols, had this audit not been

conducted, this error may not have been found. When we followed up with the Verizon Wireless

Customer Service Representative to get an update on the status of this correction we were told that the
correction had been madathough we were not given a date of when this correction was made. We

were also told that as of October 22, 2021, that Verizomwag i | | awaiting credits f
not moved properly and | eft o nNobtleeguidance asgowpenan f or
this correction would take place was offered other than that it takes a long period of time for these credits

to be issuedsee Appendix).

Recommendation #8The Office of the City Auditor recommends that Internal Controlsubénpo

place that prevents this type of error and oversight from occurring in the future. It is recommended that
all contracts be tracked and monitored, and that invoices are not paid blindly without confirming that the
correct contract pricing is invoide

Admini strationds Response

The Administration agrees that updated contract pricing was not applied in a timely fashion. Information
regarding NYS contracting can be difficult to track and apply appropriately. Particularly for services that rollover
on aregular basis. Further, the City has little expertise in the wireless industry and no standing with the service
provider. This is why a knowledgeable advocate like WBG is a critical partner. WBG also identified the incorrect

pricing and has been pursuilgor r ecti ons on the Cityds behalf. I n addit
patterns, NYS cont r ac tstate @dansto ensure thaheuy lines are assigned i@ ansoptimal o n
manner.

The Office of the City Auditor was initially provided access to the Verizon on line portal to obtain

information and billing for the City motgldevice account. When looking through the information

included in the online portal we found that past invoices were only available to reviemhfartwelve

month period of time. Any billing priorontA the tw
request for archived billing was made on June 21,
requested was received on July 27, 2021. The CD provided contained thousands of pages and the billing

was not in any order. The CD provided for théidgmobile devices was missing one full year. The

missing information was not received by the Office of the City Auditor until November 2021.

As a significant customer of Verizon Wireless who has paid an average of $300,000/year over the past six

(6) years, we found that the response time and customer service received from Verizon was extremely

sl ow and inadequate. I n addition, the fAcuUesst omer s
than customeoriented.

Recommendation #9The Officeof the City Auditor recommends that based on the substance and

findings of our Performance Report, the City should consider looking into the services offered through

other providers that have be awarded a contract under the Office of General Servicas @ontr
Telecommunication Connectivity Services. Comparing the customer service and online service options
available through other providers awarded under this contract might help to improve mobile device
management for the Cityoc@Progshmmbi | e Communi cati on De
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Admini strationds Response
There is no doubt that the City often receives less than optimal customer service from the carrier. This is as much a

commentary on the industry as it is on the company. The City has little expertise in the wireless industry and no standing
with the service provider. This is why a knowledgeable advocate like WBG is a critical partner.

Auditords Response

The City should explore options and customer service available through other carriers awarded the
Contract for Telecommunication Connectivity Services. Without exploring what other carriers have to
offer, there is no way to conclude that an alternative provider would nobe able to provide similar
services provided by Wireless Business Group at no cost. The lack of customer service from our
Account Representative at Verizon should not automatically be a commentary on all other carriers. It is
possible that there is a proider that will offer us the customer service we are looking for and will
partner with the City of Syracuse to help manage our accounts in an efficient and effective way so that
we will not have to add this unnecessary expense to ttaxpayers.
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APPENDIX LISTINGS

APPENDIX A- Memorandum from City Auditor Nader Maroun to the Mayor; Chief
Administrative Officer, Frank Caliva; and Director of Management & Budget, Tim Rudd

APPENDIX B 7 Responses to Departmental Questionnaires

1) Information Technology

2) Mayorodos Office
3) Department of Finance

4) Neighborhood and BusinesBevelopment
5) Innovations- API

6) CodeEnforcement

7) Department of PublicWorks

8) Engineering

9) Fire

10) Law

11) Water

12) Parks andRecreation

13) Personnel

14) Police

APPENDIXCA Li st of Deactivated Phones (Citybs mai
APPENDIX D8 Police Department Mobile Device Policy Provided
APPENDIX Ed Water/Fire Department Mobile Device Policy Provided

APPENDIX F& Department of Finance Employee Listing NOT A FINANCE
EMPLOYEE

APPENDIX Gd Employee Additional Charges for 12 month period
APPENDIX Hd Verizon Wireless Summary Billing

APPENDIX I --- Email from Verizon Wireless Representative




Appendix A:

City Audit Department
233 E. Washington St.

City Hall, Room 431
Syracuse, N.Y, 13202

Office (315) 448-8477
Fax  (315)448-8475

E-Mail
nmaroun@syrgov.net
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OFFICE OF THE CITY AUDITOR

CITY OF SYRACUSE, CITY AUDITOR NADER P. MAROUN

Date: May 20, 2021
To: Mayor Ben Walsh

CC: Frank Caliva, Chief Administrative Officer
CC: Tim Rudd, Director of Management & Budget

From: Nader Maroun, City Auditor
RE: Mobile Communication Devices Audit

Our office has imtiated an audit of the Mobile Commmunication Devices Program. The
Audit wall range from the periods of Fiscal Year 2016 to Fiscal Year 2021. As you are
aware the Office of the City Auditor will conduct Parformance Audits of a vanety of City
programs to ensure that those participating in one like the Mobile Commumication
Devices Program adhere to the current policy and procedures. To that end. we will
mitially review the follonmg:

o Mobile Communication Devices Policy.

o Verification that employees are aware of the Mobile Commumication Devices
Policy.

o Venification that all mobile commumication davice users have signed the Policy.

o Verification that there 15 documentation of signed Policy correspondences
appropriately kept.

» Verification that mobile commmumication devices are issued based on valid
justification of established cntena for 1ssuance.

» Confirm that all mobile communication devices are used appropnately.

® Determune and analyze overall processes and procedural guidelines and cost to
the taxpayer for this Program.

The scope of the review of the Mobzle Commmication Devices Program is subject to
change as determuned by the Office of the City Auditor during the period of examumation.

If you have any questions about this particular audit, please feel free to call me at

extension 8481 or you can email me at your convenience.

Thank you,
Nader Maroun
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Appendix B (1):

Depaft

Question

General Questions

Yes

No

ment of lnt_'ormation Tgchnology

Comments

Is there a written policy that outlines the criteria used for employees to be issued a

1| Mobile Device? Where can this Policy be found (i.e., sharepoint, department)? Information is on Power DMS Auditor's Note:
Please provide all documentation, Yes NO DOCUMENTATION RECEIVED
2 What plan does each Mobile Device have in your Department? Does anyone have Plans for talk, text and data. No internaltional
an International Plan? No |plans
3 Who in your Department determines Dtha.t a;l employee should be issued a Mobile Y i g imemtsnpersisors e s kporcs
o office requests the mobile device for an employee,
’ o e x ; ’ The Mayors Office, Deputy Mayor Sharon Owens,
1 o () Q 7 nep?
4 | Who in the City Administration gives the final approval to issue a Mobile Device? Frank Caliva or Corey Driscoll-Dasham
5 Have all employees who have been issue(.i a Mobile Device signed a Mobile Device Power DMS electronic signatures are not all
Policy? No [completed
When an employee who is issued a Mobile Device leaves employment who is m, depm'l{nenl A Ote e tariing B
6 ; 3 3 ; A equipment into the IT department, The IT
responsible for collecting the Device & cancelling service? .
department cancells the service,
7 Have you ever needed to suspend an employee Mobile Device line for a period of
L S R i
time (i.e.,Seasonal Phone, Employee Leave)? If yes, who is notified of this? Yes The Requestor
i Depart i i ice billing? ;
8 [Who in your Department reviews and approves payment of Mobile Device billing The ety Budeget departuient
; ’ e -
9 What is your Department's schedule/process for reviewing each bill? The city Budeget department
10 Does the IT department have a comple listing of all Departments and individuals who
have a Mobile Device of any kind? YES
1 Does the IT Department maintain an electronic inventory of all signatures for any Information is on Power DMS Auditor's Note: NO
Mobile Device? Yes DOCUMENTATION PROVIDED
12| Are Mobile Devices not in use returned to Verizon? Please explain the process .
No |No. They are issued out to new employees.
13 Does Verizon issue a Credit for Mobile Devices if they are returned? No
14| Does the IT department have an inventory of extra Mobile Devices with assigned Plans
and numbers that are not used and the City currently is billed for? No
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Appendix B (2):

Department: Mayor

Question

General Questions

Yes

Mobile Communications Device Audit

No

Comments

Is there a written policy that outlines the criteria used for
employees to be issued a Mobile Device? Where can this
Policy be found (i.e., sharepoint, department)? Please
provide all documentation,

NO

What plan does each Mobile Device have in your Department?
Does anyone have an International Plan?

All voice lines are Nationwide Unlimited Text with Email,
Data & MHS SharePlan - [0GB. Data lines are Mobile
Broadband Account SharePlan - 2GB

Who in your Department determines that an employee in
your Department should be issued a Mobile Device?

Mayor

Who in the Administration gives the final approval to issue a
Mobile Device to all other Departments?

Senior Staffreviews/approves requests from departments
in their respective portfolio

Have all employees who have been issued a Mobile Device
signed a Mobile Device Policy? Please provide
documentation.

Protocol is for policy to be acknowledged (by signature or’
email) when device is delivered, Auditor's Note:
Documentation NOT provided.

When an employee who is issued a Mobile Device leaves employment

who is responsible for collecting the Device & cancelling service? IT
5 [Whenan employee who is issued a Mobile Device leaves employment wht Device may be inventoried, reassigned or
happens to the Mobile Device? Please explain the process. decommissioned.

Have you ever needed to suspend an employee Mobile Device line
for a period of time (i.e.,Seasonal Phone, Employee Leave)? I yes,
who is notified of this?

No

(_‘e_ll_tralized IT/Budget function for all departments

Who in your Department reviews and approves payment of
Mobile Device billing? Please explain the process.

Centralized IT/Budget function for all departments
Auditor's Note: Budget NOT reviewing billing,

10

Does your Department have a complete listing of all
individuals who have a Mobile Device of any kind?

Yes,

1

Please provide any other information that you may feel is
pertinent o the process,
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Appendix B (3):

Department of Finance
Mobile Communications Device Audit

Question No Comments
General Questions

Is there a written policy that outlines the criteria used for employees to be
1 | issued a Mobile Device? Where can this Policy be found (i.e., sharepoint, Question for IT
department)? Please provide all documentation.

What plan does each Mobile Device have in your Department? Does

: uestion for IT
anyone have an International Plan? Q

Who in your Department determines that an employee should be issued a
Mobile Device?
Who in the City Administration gives the final approval to issue a Mobile
Device?
Have all employees who have been issued a Mobile Device signed a
Maobile Device Policy? Please provide documentation.

When an employee who is issued a Mobile Device leaves employment who
is responsible for collecting the Device & cancelling service?

Commissioner

Question for IT

Question for IT

Question for IT

When an employee who is issued a Mobile Device leaves employment wht

A : . uestion for IT
happens to the Mobile Device? Please explain the process. Q

Have you ever needed to suspend an employee Mobile Device line for a
8 | period of time (i.c..Seasonal Phone, Employee Leave)? If yes, who is Question for IT
notified of this?

Who in your Department reviews and checks for errors, overages, and
other billing issues”

Who in Accounts Payable gives the final authorization in Peoplesoft for
invoices to be paid in regards to actual billing charges?

Does your Department have a complete listing of all individuals who have
a Mobile Device of any kind?

Please provide any other information that you may feel is pertinent to the
process.

No one in Finance

10 Claims Examiners

11

12
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Appendix B (4):

Department: NBD

Question

General Questions

Mobile Communications Device Audit

Comments

Is there a written policy that outlines the criteria used for
employees to be issued a Mobile Device? Where can this Policy be
found (i.e., sharepoint, department)? Please provide all
documentation.

NBD complies with I'T Mobile device policy

What plan does each Mobile Device have in your Department? Does

Plans are not defermined within NBD. Mobile

2 { 5 device holders utilize the plan assigned when
anyone have an International Plan’ accepting device.
Who in your Department determines that an employee should be ;o
3 : : T Commissioner
issued a Mobile Device?
Who in the City Administration gives the final approval to issue a
4 : : Deputy Ma
Mobile Device? e e
_ _ L Yes. Policy signed with and mainfained by TT
5 Have a]l\!lc:t{llogc@ WI;)o:'moe[l:leen |ssuc(l: N(:oblle Dewc.c signed a Auditor's Response: Signed policy requested
obile Device Policy? Please provide documentation. but NOT received by IT,
When an employee who is issued a Mobile Device leaves i . o
P y ; ' : . Commissioner collects and returns device to IT. I
0 employment who is responsible for collecting the Device & ,
A ; manages service.
cancelling service?
When an employee who is issued a Mobile Device leaves Rkl Baoe i coikolod oo séiiarind e
7 | employment wht happens to the Mobile Device? Please explain the A 5P ployee

process.

and hand delivered to IT.

Have you ever needed to suspend an employee Mobile Device line
for a period of time (i.e.,Seasonal Phone, Employee Leave)? If yes,
who is notified of this?

Who in your Department reviews and approves payment of Mobile
Device billing? Please explain the process.

Commissioner, if requested

10

Does your Department have a complete listing of all individuals who
have a Mobile Device of any kind?

11

Please provide any other information that you may feel is pertinent
to the process.
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Appendix B (5):
Department of API
Mobile Communications Device Audit
Question Yes No Comments

General Questions

Is there a written policy that outlines the criteria used for employees to be
1 | issued a Mobile Device? Where can this Policy be found (i.c., sharepoint, X
department)? Please provide all documentation.

What plan does each Mobile Device have in your Department? Does X
anyone have an International Plan? No international plan

Who in your Department determines that an employee should be issued a
Mobile Device? Chief Innovation & Data Officer

4 Who in the City Administration gives the final approval to issue a Mobile
Device? Chief Administrative Officer

Have all employees who have been issued a Mobile Device signed a X
Mobile Device Policy? Please provide documentation.

When an employee who is issued a Mobile Device leaves employment who
is responsible for collecting the Device & cancelling service? Chief Innovation & Data Officer

T
When an employee who is issued a Mobile Device leaves employment wht to 2 new team member Audifor's Nofe:

4 happens to the Mobile Device? Please explain the process. P.ho'ne line should be suspended with NO
billing
Have you ever needed to suspend an employee Mobile Device line for a
8| period of time (i.c..Scasonal Phone, Employee Leave)? If yes, who is X
notified of this?

: ) . Chicl Tnnovafion & Daia Officer reviews

9 Who in your Departn.lc.nt reviews and nQprovcs payment of Mobile the charges each month and submits to
Device billing? Please explain the process. finance,
10 Does your Department have a complete listing of all individuals who have
a Mobile Device of any kind? X
" Please provide any other information that you may feel is pertinent to the
process.
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Appendix B (6):















































































